PRIVACY IMPACT ASSESSMENT (PIA)

PRESCRIBING AUTHORITY: DobD Instruction 5400.16, "DoD Privacy Impact Assessment (PiA} Guidance”. Complete this form for Depariment of Delense
{DcD} information systems ar elecironic collections of information (referred to as an “electronic collection” for the purpose of this form) that collect, maintain, use,
andfor disseminate personally identifiable information (P11} about members of the public, Federal employess, contraclors, or foreign nationals employed at U.S
military facilities internationally. In the case where no Pl is collected, the PIA will serve as a conclusive determinalion that privacy requirements do not apply to
system.

1. DOD INFORMATION SYSTEM/ELECTRONIC COLLECTION NAME:

Joint Artificial Intelligence Center (JAIC) Common Foundation

2. DOD COMPONENT NAME: 3. PIA_ APPROVAL DATE:

Defense Information Systems Agency 02/06/20

SECTION 1: Pll DESCRIPTION SUMMARY {FOR PUBLIC RELEASE)
a. The Pl is: (Check one. Nole: foreign nationals are included in general public.)

D From members of the genaral public [Z| From Federal employees and/or Faderal contraclors

D From both membaers of the genera! public and Federa) employees and/or
Federal coniraclors D

Not Collected (if checked proceed lo Seciion 4)
b. The Pll is in a: {Check one)

[X] Mew DoD Information System [[] New Etactronic Collaction

D Exisling DoD Information System D Existing Electronic Collection

I:I Significantly Modified DoD Information Sysiem

c. Doscribe the purpose of this DoD information systam or electronic collection and describe the types of personal information about indlviduals
collectod in tho system.

The JCT platform will be hosted 10 cloud environments {with compute, storage and secunty) to deliver at-scale enterprise-wide AT
capabilities. This will be achieved using standardized workflows and tool sets across Al teams by delivering an environment with shared
common components that enable users across the enterprise to easily build, deploy and operate machine learning models, The shared
common components in the JCF platform consist of software 1ools, data sets, wemplates, Al algorithms, reusable modules, compute, storage
and processing, We will be collecting the DOD 1D and E-MAIL from CACs.

d. Why (s the PIl collected and/or what Is the intended use of the PI? (o.g., verification, identification, authenticalion, data maltching, mission-roiafod use,
adminisirative use}

Authentication and authorization to the environment.

¢, Do Indlviduals hava the opportunity 1o cbject to the collaction of thelr PII? E] Yas D No
{111 "Yes,” dascribe tha mathod by which individuals can object 1o the collaction of Pl

{2) ¥ "No,” slala |ha reason why individuals cannot object lo the collection of PlI

They can choose 1o ot provide TIT by not requesting an account on the system.,

f. Do individuats hava the opportunity 1o consent 1o tho specific uses of tholr PI?  [X] Yes [] No
(1) I "Yos.” dascribe the melhod by which individunis can give or withhold their consent

{2) H "No.” stalo the reason why Individuals cannol glve or withhold their consont

They will have an opportunity to consent with o pop-up box at Togm, Tefusal to consent results i demial ol necess,

. Whon an individual is asked to pro:ldo ;ll. a Privacy Act Statomont {PAB) and/or a Privacy Advisory must be provided. (Chock as npprm
provido tho actual wording )

[X] Privacy Acl Statoment [C] Privacy Advisory [C]  Not Applicable

The information you provide to the Jomt Artificial Titelligence Center is covered Try the Trivacy Act of TH Tor questions regarding your
personal information please contact the Joint Artificial Intelligence Center Sceunty Branch,

Authonties: 5 ULS,C ML, Departmental Regulation: Dol Directive 1000G.25, Del) Personnel Tdemtny Protection (P11} Brogram;

I'rincipal Purposes: To colleet names, Dol 1D number, work etml address Tor the purpose of valdating the trustworthiness of mdividuals
requesting seeess to Depantment of Defense (DoD3) systems and o iceess the JAIC Common Foundation,
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Routine Uses: DoD 'Blanket Routine Uses' set forth at the beginning of OSD's compilation of systems of records notices apply to this
system. See the applicable system of records notice for a complete listing of routine uses: K890.14 DoD, 1dSS located at https://
dpcld.defense.gov/Privacy/SORNsIndex/DOD-wide-SORN-Article-View/Anticle/570712/kB9014-dod/.

Disclosure: Voluntary. However, failure to provide or update your information may result in termination or refusal of access.

h. With whom will the PJI be shared through data exchange, both within your DoD Component and outside your Component? (Check alf that apply)

Within the DoeD Component Specily. |JA[C USE ONLY I
OCther DoD Componenls Specify. I I
Other Federal Agencies Specify. ! i
State and Local Agencies Specity. ! !

Contracior {Name of coniraclor and dascribe the language in

the conlrac! that safeguards Pli. Inciuda whether FAR privacy Specify.
clauses, i.e., 52.224-1, Privacy Act Nolification, 52.224-2, :
Privacy Act, and FAR 39.105 are included in the coniract.)

O O 0O000M™

Other (e.g., commercial providers, coflages) Specify. |
I. Sourca of the Pl collected Is (Check alf that apply and list all informalion systems if applicable)
(X] tndividuals ] Databases
[C] Existing DoD Information Systems [0 cCommercial Systems

(] Other Federal Information Systems

|- How will the information be collected? (Check all thal apply and list all Official Form Numbers if applicabla)

] E-mai

[[] Face-o-Face Contact

(O Fax

[] informalion Sharing - Sysiam lo Syslem
LZ] Other (¥ Othar, onier the information in tho box balow)

Oflficial Form (Enter Form Number(s) in the box balow)
Paper
Telephone Inlerview

Waebsle/E-Form

o0ooao

Pulled from CAC

k. Does this DoD information system or electronic collection raquire a Privacy Act Sysiem of Records Notlce (S8ORN)?

A Privacy Act SORN Is required If the information syatem or elecironic colleclion conlains information about U S. citizans or lawlul permanant U S residents (hat
Is relriavad by namas or othar unique identifier. PIA and Privacy Act SORN information musl be consistent

(x] ves [ No

11 "Yas,” antar SORN System Identifier  [K890.14 |

SORN Identifier, not the Faderal Rogislor (FR) Cilation  Consull tha DoD Component Privacy Office for additional information or tlip Hdpcld dofanse gov/
Privacy/SORNs/

or

If 8 SORN has nol yal boan published in Iha Faderal Ragistar. onler dale ol aubmission for approval to Defense Privacy, Civil Liberilas. and Transparoncy
Division {DPCLTD) Consull hae DoD Compeonani Privacy Offico for this dale

If “No.” axplain why the SORN (s nol required in accordance with DoD Regulation 5400 11-R Daepartmant of Delense Privacy Program

I. What Is the Natlonal Archives and Records Administration (NARA) approved, pending or genorat records schedule (GRS) disposition authority
for the systom or lor the records maintained in the system?

(1) NARA Job Number or Gonatal Racords Schadula Authority N'A _ ]
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{2) If pending, provide the date the SF-115 was submitied to NARA. [

(3} Retention Instructions.

No records retention required. No records generated. System maintains DoD ID and Email information so users can access the NIPR web
portal. Upon removal of access to the portal, the user's DoD ID and Email are removed from the platform and no longer maintained.

m. What is the authority to collect information? A Federal law or Executive Order must authorize tha collection and maintanance of a system of

records. For Pil not collected or maintained In a system of records, the collection or maintanance of tha Pll must be necessary to discharga the
requirements of a statue or Executive Ordaer.

(1) If this system has a Privacy Act SORN, the authorities in this PIA and the existing Privacy Act SORN should be similar.

{2) 1f a SORN does not apply, cite the authority for this DoD information system or electronic collection to collect, use, maintain and/or disseminate PII.
(If multiple authorities are cited, provide all that apply).

{a) Cite ihe spacific provisions of lhe statute and/or EO hat authorizes lhe aparation of the system and the collection of Ptl,

(b} If direct stalutory authority or an Executive Order does not exist, indirect stalutory authorily may be cited if the authority requires the
operation or administration of a program, the execution of which will require the collection and maintenance of a system of records.

{c) I direct or indiract authority does not exist, DoD Components can use their general statutory grants of authorily {“internal housekeeping®) as
the primary authority. The requirement, diractive, or instruction implementing the statute within the DoD Componeni must be identified

53 U.S.C. 301, Departmental Regulation; DoD Directive 5105.19, Defense Information Systems Agency (DISA).

n. Does this DoD Information systam or elactronic collaction have an active and approved Office of Managament and Budget (QMB) Control
Number?

Contact the Component Information Management Contral Officer or DoD Clearance Officer for this informalion. This number indicates OMB approval to
colleci data from 10 or more members of the pubtic in a 12-month peried regardless of form or format,

[ ves [X] Ne  [] Pending

{1} If "Yes,” list ali applicable OMB Control Numbers, collection tles, and expiralion dales

(2) 1 "No." explain why OMB approval is not required in accordance with DoD Manual 8910 01, Volume 2, * DoD informalion Colleclions Manual.
Proceduras for DoD Public Information Collections.”

(3) i "Pending,” provide the date lor the 60 and/or 30 day nolice and the Federal Register cilation
OMT approval is not required v accordance with Section 8.b.TT of Tnclosure 3 ol Do} Manual §910.01 - Volume 2

DD FORM 2930, JUN 2017

PREVIOUS EDITION IS OBSOLETE A M Govype Page Jol 8




